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Multi-State Information Sharing & Analysis Center 
Who We Serve: State, Local, Tribal, and Territorial Governments

State, 
Local, Tribal, 
and Territorial 
Governments

50 State Governments

80 DHS-recognized Fusion Centers

6 Territorial Governments

190 Tribal Governments

15,000 Local Governments!

4,443 Public K-12 Schools

1,685 Total Cities

1,497 County/Parish/Borough

675 Town/Township/Village

Local 
Governments 

include
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Processing & Analysis
Indicator Sharing Program

TLP:GREEN
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Unique Threats to Local Governments

• Overseeing critical community resources and services

• Often under-resourced and lacking sufficient training

– Includes important functions like timely patching, controls, threat 

intelligence

– Appeals to CTAs

• Budgets and cyber insurance coverage publicly available

• Emsisoft: At least 31 ransomware incidents impacting sector 

this year

5

TLP:GREEN



6

• Phishing: Cyber threat actors (CTAs) masquerade 

as legitimate entities to trick users into opening 

attachments, clicking links, or providing sensitive 

information.

• Often meant to provoke sense of urgency

• Phishing themes and lures include ongoing crises 

(e.g. hurricanes, COVID-19, etc..) or seasonal 

events (e.g. Tax Season)

Business email compromise (BEC):

• A type of phishing scam where attacker 

impersonates or compromises an executive's email 

account to manipulate the target into initiating a wire 

transfer or to giving away sensitive information.

Social Engineering
Exploiting the End User

TLP:GREEN
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Microsoft Blocking Macros
Cyber actors pivot tactics

• Microsoft announced in February that macros from the internet will be 

blocked by default in Office applications

• Office documents originating from an email attachment or from the 

internet have a Mark of the Web (MOTW) 

• Blocking macros will give increased security for files originating from 

the internet

TLP:GREEN

0 = Local Machine
1 = Intranet
2 = Trusted
3 = Internet
4 = Untrusted
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SLTT Threat Landscape

Anticipatory Analysis on Malware Delivery

Values Forecast Lower Confidence Bound Upper Confidence Bound

MS announcement to 
block macros

MOTW: Forecasts & Methods

OneNote Delivery Example.LNK File Delivery Trend

TLP:GREEN



9

• Compromised Credentials provide an easy initial access vector for 

attackers

• Once initial access is established, attackers can escalate privileges and 

move laterally

• Credential reuse is unfortunately very common and attackers may 

attempt to use a breached Spotify or Twitter password to compromise a 

more valuable account

Breached Credential Service

TLP:GREEN
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Breached Credential Service

• CTI has begun issuing notifications to 

our members when credentials from 

their domains are breached

• We scrape data from the web for 

compromised credentials

• Tailor our search for SLTT domains

• Notifications are sent to those members 

on a weekly cadence

TLP:GREEN
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Ransomware Making Headlines

TLP:GREEN
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SLTT Threat Landscape
Ransomware Trends

TLP:GREEN
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Lockbit Ransomware
Versions 1.0, 2.0 and Black
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Cyber Threat Intelligence (CTI)
MS-ISAC

March 2, 2023 
https://www.cisa.gov/news-

events/cybersecurity-advisories/aa23-061a

March 16, 2023 
https://www.cisa.gov/news-

events/cybersecurity-advisories/aa23-075a

TLP:GREEN
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NCSR Key Findings and 
Recommendations
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Organization specific 
metrics; Reporting 
templates and resources 
to help with prioritization

TLP:GREEN

NCSR 
information & 
registration:

A no-cost, anonymous, 
annual self-assessment 
based on NIST CSF

(open October – February)

Requirement for the 
Homeland Security Grant 
Program (HSGP) and the 
State and Local Cybersecurity 
Grant Program (SLCGP) 

Nationwide Cybersecurity Review (NCSR)
https://www.cisecurity.org/ms-isac/services/ncsr
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NIST Framework & Resource Mapping

Identify

• Nationwide 
Cybersecurity 
Review (NCSR)

• CIS Controls

• NIST 
Cybersecurity 
Framework Policy 
Template Guide 

• Real-Time 
Indicator Feeds

• CISA Supply 
Chain Resource 
Library 1

Protect

• CIS Benchmarks

• CIS SecureSuite

• MS-ISAC 
Tabletop 
Exercises (TTX)

• MS-ISAC Toolkit

Detect

• 24x7x365 MS-
ISAC Security 
Operations 
Center

• Passive IP & 
Domain 
Monitoring

• Malicious Domain 
Blocking & 
Reporting 
(MDBR)

• CISA Cyber 
Hygiene Program 
(CYHY)1

Respond

• 24x7x365 MS-
ISAC Cyber 
Incident 
Response Team 
(CIRT)

• MS-ISAC 
Tabletop 
Exercises (TTX)

• Homeland 
Security 
Information 
Network (HSIN)1

Recover

• 24x7x365 MS-
ISAC Cyber 
Incident 
Response Team 
(CIRT)

• NIST 
Cybersecurity 
Framework Policy 
Template Guide 

• MS-ISAC 
Tabletop 
Exercises (TTX)

• Homeland 
Security 
Information 
Network (HSIN)1

TLP:GREEN
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• Security Framework Usage

– Entities that stated they utilize a security framework, such as the 

CIS Controls, NIST CSF, and ISO 27000 series, scored 58% 

higher than organizations that did not.

• 2022 High Performing Areas

– PR.AC

– PR.AT

– RC.RP

• 2022 Deficient Performing Areas

– ID.RM

– RS.IM, RC.IM

2022 General NCSR Findings
*Preliminary Anonymized Findings Across all 2022 Participants

18
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CIS Controls
Preparation is Key

• CIS Critical Security Controls

– Provide a prioritized set of actions to 

protect your organization and data from 

known cyber-attack vectors.

– https://www.cisecurity.org/controls/

• CIS Community Defense Model 2.0

– How effective are the CIS Controls 

against the most prevalent types of 

attacks?

– https://www.cisecurity.org/insights/white-

papers/cis-community-defense-model-2-0

TLP:GREEN
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CISA Guidance
Preparation is Key

• CISA Stop Ransomware Webpage

– The U.S. Government's official one-

stop location for resources to 

tackle ransomware more effectively.

– https://www.cisa.gov/stopransomware 

• CISA/MS-ISAC Joint Ransomware Guide

– Best practices and incident response 

guidance

– https://www.cisa.gov/stopransomware/ra

nsomware-guide

TLP:GREEN
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CIS SecureSuite®

FreeSecureSuite@cisecurity.org 

https://www.cisecurity.org/cis-securesuite/member-webinars

TLP:GREEN
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Network 

Monitoring 

Services

+

Research and 

Analysis

2 4 x 7 x 3 6 5

Support Analysis & 

Monitoring
Reporting

Threats, 

Vulnerabilities

+

Attacks

Cyber Alerts & 

Advisories

Web Defacements

Account 

Compromises

Security Operations Center

To report an incident or     
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org

TLP:GREEN
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To report an incident or     
request assistance: 

Phone: 1-866-787-4722

Email: soc@cisecurity.org

Cyber Incident Response Team (CIRT)

Incident Response

Malware Analysis

• Log Analysis

TLP:WHITETLP:GREEN
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Thank You!

Contact Us
Security Operations Center

24/7 Phone Number

1-866-787-4722

soc@msisac.org

intel@cisecurity.org

info@msisac.org


